Implementing a Dynamic Security
Strategy to Support Business Innovation

& Digital Transformation

8. %égﬂgg ‘71_1_1: _::‘ =l - =U — ==
T = _=_ = e=F— . _o - ="
i} JLJ = - L - :k e “P[ ‘ = 7
';u:; B - - e -
a -t - 5 - e
= ‘, - '..% T & i [LAE‘ - o . r% -: 'E‘[l
Dr. Christopher Pierson e o 0 M DI e i o T
d - || EV’ l: N "f_:Lr; _l:‘ ijzi'iﬁlf:!;i: “:D' .:‘I'
Chief Security Officer e T el - S
& General Counsel - e -y S
. e DE-%ZZ':%— Lﬁ'f"i:‘t"ﬁ:%-a = _-ﬂﬁj T .i‘l
Viewpost T et Seci e

m www.linkedin.com/in/drchristepherpierso
g @DrChrisPierson

e

© 2016. Dr. Christopher Pierson. All Rights Reserved.



Today’s Journey

‘Enabling Business
» Change & Agility
» Transparency

» Value




Today’s Journey

Chief Security Officer
& General Counsel
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3.25 Billion Internet Users

21 Billion 10T Devices by 2020 (6B now)

S400-S500 Billion Cybercrime

Costs to Businesses
CyberSecurity Budgets

$170 Billion by 2020

1.5 Million Cyber Workforce
shortage by 2019




» Reasonable Security
» Certifications

» Operations

» Stability
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g Business Alignment




Business Alighment

» Business Opportunities
» Generate Revenue
» Business Growth

» Board, Investors &
Customers

» ... “notin the news”






Bridging the gap




g Business Alignment

» Business Goals
» Partnerships

» Build in Security
» Build in Privacy




Tying to Business Projects
Shift CapEx to OpEx
Measure Outcomes
Embeds

business



» Partnerships:

Consumer Tech
Strategic Goals
Risk not Security |
Bring back to Business



Directors are more engaged with a number of IT issues

Directors who say their board is at least “moderately”
engaged in overseeing,/ understanding:

Board participation in information security

40%
46%

‘42 “';'f

45%

25%

32%

Directors rate IT strateg
than cyber risk expertis«

PwC's 2015 Annual Corporate Directors Survey
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g Board and C-Suite Dynamics

Faltering Target Parts Ways With Chief
» Tone at the To P o

» Accountability
» Board Experts (SoX)

» All Companies are
Tech Companies
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Change & Agility







& Friction
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Adjust Dinner#rom Anywhere
With Your Smart Device!
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“I love this Crock-Pot® [Slow Cooker], the
WeMo® part is just perfect, easy to use, easy
to control...very convenient,...it looks really
good , I would recommend [it] to all my

Jamily and friends.”
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Crock-Pot*

Holmes*® Heater
Room 4%, High
Il

Holmes®
Humidifier
Humidity 22

Holmes*
Air Purifier
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New Threats
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Parting Thoughts
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Dr. Christopher Pierson
EVP, Chief Security Officer & General Counsel
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